
Fabric Connects Key Capabilities 
How to leverage the full value of your current or upcoming 

investment
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Did you know that the average smart phone user utilizes only a small 
percentage of the total features accessible to them?  

What about your network? Are you leveraging your Fabric Connect network to 
its full potential?  With networking requirements changing rapidly, there might 
be features that are more relevant today, than when you first deployed your 
network.

This eBook talks about the major capabilities available within the Fabric Connect 
technology.  The intent is to make you aware of functionality that you may not be 
leveraging today, so that you can get the most value out of your strategic 
investment!  

If you are just getting started with Fabric Connect, this eBook will help get you 
acquainted with the technology Ṝ but also to really  get to know Fabric Connect - 
there is nothing better than getting hands -on experience through one of our 
Fabric Connect Virtual Workshops.  Contact your Extreme sales representative to 
learn more.

INTRODUCTION



CONFIDENTIAL . ©EXTREME NETWORKS, INC. ALL RIGHTS RESERVED.3

WHAT IS FABRIC CONNECT ?

Ṫ! ɸȜȿȎȴǳḼ ǤʎɸȜȿǳɸɸ ʧȜǬǳ ȍǈǤɰȜǥ ʧȜȴȴ ǤǳǥɊȽǳ ʆȖǳ Ǭǳ ȍǈǥʆɊ ǈɰǥȖȜʆǳǥʆʎɰǳ ʆɊ ɸʎɭɭɊɰʆ 
ȽɊǬǳɰȿ ǬȜȎȜʆǈȴ ȜȽɭǳɰǈʆȜʦǳɸṁṫ  - Forrester Research

Server 
Room 1

Server 
Room 2

Campus2Campus1
VLANs / ACLs

Routing / ACLs

VLANs / ACLs

Traditional Network:  
Rigid and complex

End to End Automation

L2 Virtualized Services   

L3 Virtualized Services 

Multi -tenancy / Micro -
segmentation

IP Multicast Services

Fabric Connect:  
Simple, agile, cloud -driven

A simpler way to design, deploy, manage and troubleshoot networks
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Advanced 
management

4

HOW IT MEETS YOUR BUSINESS IMPERATIVES

REDUCE RISK

IMPROVE OPERATING EFFICIENCY

IMPROVE CUSTOMER EXPERIENCE

Segmented at Scale 
with a Stealth 

Topology

11x Faster time 
to Service

uȿǬʎɸʆɰʭṭɸ =ǳɸʆ 
Multicast

ENHANCE CUSTOMER EXPERIENCEREDUCE RISK

DRIVE YOUR TOPLINE

Implicit 
Automation

Network and 
application insights
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10 THINGS TO KNOW
1. It is based on enhanced Shortest Path 

Bridging (IEEE 802.1Q -2018 clause 27/ 
IETF 6329)

2. One  control plane for any type of 
network service

3. All services are only ever configured at 
the Fabric edge and can optionally be 
dynamically provisioned as users, devices 
and VMs connect to the network 
through NAC.

4. Services extend and retract as users and 
devices connect and disconnect from 
the network.

5. Fabric infrastructure is completely self -
forming and self -provisioning 

6. Offers scalable, secure multi -tenancy and 
network segmentation with ease

7. Stealth topology prevents the use of IP 
scanning and ensures true isolation 
between services.

8. Offers the simplest, most scalable and 
most resilient multicast without 
PIM/DVMRP

9. Extends network -wide from Data Center 
to remote branch

10. Is field -proven with thousands of global  
deployments in the most mission critical 
environments (nuclear power plants, air 
traffic control,  hospitals) with fabrics 
networks that literally span the globe.
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HOW WE ARE ADVANCING THE TECHNOLOGY

1.  ENHANCED 
AUTOMATION

2. FABRIC TO 
THE EDGE

3. CLOUD 
MANAGEMENT



FABRIC CONNECT KEY CAPABILITIES 
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KEY CAPABILITIES 
This eBook breaks down 
the major generally 
available Fabric Connect 
features by use case.

Although many of these 
features can fit into more 
than one use case, we 
have chosen just one to 
prevent duplication.  

For each use case there 
will be an intro to each 
section and then each 
feature will be described 
with its associated value.

Each section as well as 
feature is hyper -linked for 
ease of navigation 
through the book.

Data Center

Base Services

Infrastructure

Campus Edge

OA&M

Branch

Provider

Routing

Transp. UNI
Flex UNI

DVRMulti-cast

PVLANE-Tree
EAPoLw/I-SID RADIUSassignedPolicies

Auto-Sense ports Zero-touch on-boarding
Fabric Attach

Fabric Extend Fabric Extend IP/VIDExtreme Management Center Agent
ExtremeCloud IQ Agent

IPsec over Fabric Extend Fragmentation and reassembly
Fabric IPsec Gateway BFD

L2VSN

DVR VM/End-pointtracking VXLANGWNSX-OVSDB

L3VSNIPv4v6 IPShortcutsIPv4v6

PIM-GW

Inter-VSN RtgIPv4v6

SMLT with SPB IPv4/6
Shared Services

Fabric RSPANCFM GracefulRestart/ overload bit EDM Extreme Management Center Analytics ExtremeCloud IQ

Zero touch infrastructure

Security

MACsec Policy-based segmentation Stealth topology

IP Multicast

Quality of Service



FABRIC CONNECT INFRASTRUCTURE CAPABILITIES
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FABRIC CONNECT INFRASTRUCUTURE BASICS

Á FC: Fabric Connect
ṝ IEEE 802.1aq Shortest Path 

Bridging (SPB) Ṝ RFC 6329

ṝ IEEE 802.1ah Provider Backbone 
Bridges (Mac -in -Mac)

Á FA: Fabric Attach
ṝ IEEE 802.1Qcj Automatic 

Attachment to Provider 
Backbone Bridging

Á FE: Fabric Extend
ṝ Over the WAN or IP transport 

using VXLAN Ṝ RFC 7348 Data Center 1 Data Center 2

Campus

Internet

DMZ / InternetCore

Fabric Connect

Fabric 
Attach

Fabric 
Attach

Branch

Fabric 
Extend 

across 
WAN

Building network -wide  fabrics consists of:

Dynamic Network Provisioning for VM environment   
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FABRIC CONNECT INFRASTRUCUTURE BASICS

Control Plane:  Based on IS -IS

Service Abstraction Layer :  Service Instance ID 
(I-SID) which is used to uniquely define a Fabric Connect 
Virtual Service Network (VSN).

Data Plane: IEEE Provider Backbone Bridges (Mac -in -
Mac) (IEEE 802.1ah)

B-DA B-SA I-SIDB-VID C-DA C-SA C-VID PAYLOAD

Fabric Connect Frame
(User/ device MAC addresses are  completely hidden from the core)

Backbone:  
B-DA:  Destination MAC Address
B-SA:  Source MAC Address
B-VID: VLAN ID

Customer:  
C-DA: Destination MAC Address
C-SA:  Source MAC Address
C-VID: VLAN ID

I-SID  
Service virtualization/ abstraction 
Unique identifier for Fabric Connect Virtual 
Service Networks

BEB

(Backbone 

Edge Bridge)
BCB

(Backbone Core

Bridge)

BEB

(Backbone Edge 

Bridge)

Fabric Connect

VLAN

Layer 2/3 service (I-SID)

VLANIEEE 802.1ah

Backbone Edge Bridges:  Fabric Connect services originate and 
terminate

Backbone Core Bridges:  No services originate or terminate.

Understanding the technology foundations:
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FABRIC ATTACH OVERVIEW 

WHAT IS IT?

Å Fabric Attach provides for automatic 
attachment of users, devices, and VMs to 
connect to I -SIDs. 

Å It uses extensions to the IEEE 802.1AB Link 
Layer Discovery Protocol (LLDP) to 
automatically attach network devices to I -SIDs 
or VSNs in a Fabric Connect network.

WHAT IS THE VALUE?

Å Edge automation with dynamic auto -attach

Å Enables non -Fabric Connect enabled access 
layer switches and APs to communicate 
seamlessly with the fabric. 

REQUIREMENTS:

Å VOSS v5.0 for FA server capabilities; select 
switches, APs and endpoints for proxy/client

BEBBCBBEB

Fabric ConnectFabric Attach

VLAN

Layer 2 service (I-SID)

VLANIEEE 802.1ahIEEE 802.1Q

Did you know?  Fabric Attach is currently 
being standardized as IEEE 802.1Qcj

Fabric Attach

Extending Fabric Connect to the edge with Fabric Attach
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FABRIC ATTACH
Understanding the technology foundations:

Fabric Attach Control Plane:  LLDP (with extensions)

Fabric Attach Data Plane: VLAN

Fabric Attach Elements :

Fabric Attach Server:  VSP switches that 
receive requests to create and map VLANs to I -
SIDs (VSNs).  

Fabric Attach Proxy:  Wiring closet switches 
(ERS or EXOS) that connect to an upstream FA 
Server device.

Fabric Attach Client:  Can be WLAN access 
points, OpenvSwitch  compatible hypervisors 
or end points, Industrial Ethernet switches 
(ISW or other) or IP cameras that are running 
the FA agent.

Extreme
Fabric

Connect

SPBM (IS -IS)LLDP

I-SID (MAC -in -MAC)VLAN

Fabric Attach

FA 
Server
(VSP)

FA Proxy 
(ERS/EXOS)

Control 
Plane

Service 
Data 
Plane

FA Client 
(ISW)

FA Client 
(WLAN AP)

Fabric Attach
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ZERO-TOUCH INFRASTRUCTURE 

WHAT IS IT?
Å Enables Fabric Connect/ Fabric Attach 

networks to self -form and self -provision 
without manual intervention.

Å Enabled through port auto -sensing 
capabilities (see page 13)

WHAT IS THE VALUE?
Å True plug and play infrastructure 

deployment 

Å Eliminates the need for technical on -site 
resources when deploying new switches 
remotely.

REQUIREMENTS:
Å VOSS v8.3

Fabric 
Attach

Fabric Connect

LLDP

LLDP

IEEE 802.1Q

IEEE 802.1Q

How does it work?
- Fabric -enabled devices automatically exchange IS -IS 

area and B -VIDs 
- Fabric Connect NNIs and Fabric Attach peering links are 

dynamically provisioned
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AUTO -SENSE PORTS

WHAT IS IT?

Å It enables switch ports to auto -detect 
what is connected to it and provision it 
dynamically without any manual 
intervention.

WHAT IS THE VALUE?

Å Simple automation

Å True plug and play deployments

REQUIREMENTS:

Å VOSS v8.3

Auto -sense
Ports

(enabled on all ports)

NNI -link

FA-link

EAP/NEAP -port

IP Phone -port  

On -boarding/ 
guest

VSP switch is detected

FA device (switch, AP, endpoint) is detected

Host is detected and RADIUS is configured

IP phone is detected

Host is detected and RADIUS is NOT configured

Tip:  See Campus Edge 
section for more details
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ZERO TOUCH ON -BOARDING OVERVIEW

WHAT IS IT?
Å Enables Fabric Connect devices to on -

board to either the Extreme 
Management Center or ExtremeCloud  IQ 
management systems though a secure 
on -boarding service that is dynamically 
established .

Å Enabled by ExtremeCloud  IQ and 
Extreme Management Center agent 
capabilities (see page 16 and 17) 

WHAT IS THE VALUE?
Å Simplified deployment 

Å Eliminates the need for technical staff to 
be physically on -site for new hardware 
deployment.

REQUIREMENTS:
Å VOSS v8.3

CONNECT REGISTER PROVISION GO!

1 2 3 4

The switch powered 
up and  connected to 
the network.  Switch 
obtains IP address.

Device registration 
with the 

management 
system

User applies 
configuration 
templates  (if 

templates are  
required)

Switch is on -
boarded without on -

site technical 
expertise

Management System
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EXTREMECLOUD IQ AGENT

WHAT IS IT?
Å ExtremeCloud  IQ Agent enables NOS persona 

selection (on Universal Switches), device on -
boarding, NOS upgrades and simple edge 
device configurations to be applied to Fabric 
Connect / Fabric Attach devices

WHAT IS THE VALUE?
Å Cloud -based device monitoring 

Å Simplified license management

Å Ease of management and deployment

Å Single pane of glass with cloud -wireless 
products

REQUIREMENTS:
Å VOSS v8.2

Enter the device serial number

Apply policy/ configuration template

Add device to the network

ExtremeCloud  IQ Onboarding Example
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Extreme Management Center AGENT

WHAT IS IT?
Å Automates the secure on -boarding of 

devices to the Extreme Management 
Center centralized management 
system.

WHAT IS THE VALUE?
Å Enables NOS upgrades, device 

authentication and base 
configurations to be applied.

Å Simplified deployment/ configuration

Å Eliminates the need for technical staff 
to be physically on -site for new 
hardware deployment.

REQUIREMENTS:
Å VOSS v8.2.5

New devices are automatically discovered

þȖǳʭ ǈɰǳ ɭʎʆ Ȝȿ ǈ ṪåǳȿǬȜȿȎ MǬȜʆṫ ðʆǈʆʎɸ ʎȿʆȜȴ 
configured with the appropriate templates
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FABRIC EXTEND OVERVIEW

Public / Private WAN
Site #2

WAN service

VOSS switchVOSS switch

Site #1

Logical 
view

Physical 
view

WHAT IS IT?

Å Fabric Extend allows you to connect islands 
of fabrics into a single fabric over 
a  Public/Private WAN/MAN infrastructure.

WHAT IS THE VALUE?

Å Ability to save money in WAN costs by 
tunneling multiple services/ networks 
within a single service

Å Seamless extension of Fabric Connect 
services across geographically dispersed 
sites.

REQUIREMENTS:

Å VOSS 5.0

PCI DSS Service

VIDEO Service

IMAGING Service

PATIENT RECORDS Service

Fabric Extend Tunnel

Fabric Extend




































































































